Nudpopmanuonnas 6e301acHOCTb

C Ka)KabIM TOJIOM MOJIOJIEKH B MHTEPHETE CTAHOBUTHCS OOJIbLIE, A IIKOJIBHUKY OJIHU U3 CaMBbIX
aKTUBHBIX I10JIb30Barened Pynera. Mexay Tem, IOMUMO OTPOMHOIO KOJIMYECTBA BO3MOXKHOCTEM,
MHTEPHET HeCeT U MpoOJieMbl. DTa MamsTKa JODKHA ITOMOUYb TeOe 0€30MacHO HaXOUTHCS B CETH.

KomnbrorepHbie BUpyChI

KoMrmibroTepHbIil BUPYC - 3TO Pa3HOBUIHOCTH KOMIIBIOTEPHBIX TPOrPaMM, OTIIMYUTENbHOM
0COOCHHOCTBHIO KOTOPOH SIBJISIETCS CITIOCOOHOCTH K pa3MHOXKEHUIO. B 0MoTHEHNE K 3TOMY,
BHUPYCHI MOT'YT MIOBPEIUTD WJIH MOJHOCTHIO YHUUYTOXKUTD BCe (Daiiibl U JaHHBIE, TOJKOHTPOJILHBIE
MOJIb30BATEN0, OT UMEHHU KOTOPOro ObLIA 3allyllleHa 3apakeHHasi IporpaMma, a Tak:kKe
MOBPEIUTH WU J1a)Ke YHUUTOKUTH ONEPAIlMOHHYIO CUCTEMY CO BceMU (ailiamu B 1iesiom. B
OOJIBIIMHCTBE CIIy4aeB PaCHpOCTPAHSIOTCS BUPYCHI YePE3 HHTEPHET.

MGTOIH)I 3aIl0UTHI OT BPCAOHOCHBIX ITPOrpaMM:

1. I/ICHOHLSYﬁ COBPEMCHHBIC OIICPAIMOHHBIC CUCTECMbI, UMCIOIIIUC CeprSHLIﬁ YPOBCHDB 3allIUThI
OT BpCAOHOCHBIX IIPpOrpaMMm;

2. IlocTosiHHO ycTaHaBnuBai nayT (LU(POBBIE 3aIUIATKU, KOTOPbIE aBTOMaTHYECKH
YCTaHABIIMBAIOTCSA C 1I€JIbI0 TOPAOOTKU IIPOrpaMMbl) U Apyrue OOHOBIIEHUS CBOEH
oTeparMoHHON crcteMbl. CkauyuBail X TOJIBKO ¢ ounmaabHoro caiita paspadboruanka OC. Ecnm
CYLIECTBYET PEXKUM aBTOMATUYECKOIO OOHOBIIEHUS, BKIIIOUHU €I0;

3. Paboraii Ha CBOEM KOMIIBIOTEPE O] IIPABaMH IOJIb30BATENs, @ HE aIMHHHUCTPATOPA. JTO HE
MIO3BOJIMT OOJILIIIMHCTBY BPEAOHOCHBIX MPOTrPaMM HHCTANIUPOBATHCS HA TBOEM TIEPCOHATBHOM
KOMIIBIOTEPE;

4. Ucnionb3yi aHTUBHPYCHBIE IPOTPaAMMHbBIE IPOTYKThI U3BECTHBIX POU3BOJUTEINEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpanuub pU3NUECKUI TOCTYI K KOMIIBIOTEPY I TIOCTOPOHHUX JIUIL;

6. Vcrionp3yii BHEIIHUE HOCUTEIN UH(OPMALINH, TaKKe KakK (Ielika, TUCK Win dailn u3
MHTEPHETA, TOJIKO U3 IIPOBEPEHHBIX UCTOYHUKOB;

7. He oTKphIBaii KOMIIbIOTEPHBIE (alIbl, TOITYYEHHbIE U3 HEHAIe)KHBIX HCTOYHHUKOB. J{axe Te
(aiinbl, KOTOpbIE MpHUCIall TBOM 3HAKOMBIN. JIyullle yTOUHU y HETO, OTIPABIISI JIU OH TeOe uX.

Cern WI-FI

Wi-Fi - 510 He Bu nepeaadn JaHHBIX, HE TEXHOJIOTHS, a BCETO JIHIbL OpeH, Mapka. Eme B 1991
TOy HUJIEpJIaH ICKasi KoMTaHus 3apeructpuponana openn "WECA", uto o603Hauano
cinoBocouetanue "Wireless Fidelity", koTopsrit mepeBoauTCs Kak "O0ecrpoBOIHAS TOYHOCTH' .

Jlo Hamero BpeMeHu J1o1uia Apyras abopeBuarypa, Kotopast ABseTcs TaKoH jK€ TEXHOJIOTHEH.
D10 abbpeBuarypa "Wi-Fi". Takoe Ha3BaHue OBUIO 1aHO C HAMEKOM Ha CTaHJAPT BhHICIIEH
3BykoBoi TexHUKH Hi-Fi, uTo B mepeBoze o3Ha4daeT "BbICOKAst TOUHOCTD'.

Ja, GecruiaTHbIA HHTEPHET-I0CTYI B Kade, OTeNsIX U adponopTax ABISETCS OTIIMYHON
BO3MOYKHOCTBIO BBIXO/Ia B UHTEpHET. HO MHOTHE KCIIEpThI CYMTAIOT, 4TO 001enoctynHbie Wi-Fi
CETH HE SABISAIOTCS OE30MaCHBIMH.



CoBeTslI 110 6€30MacHOCTH PabOTHI B 00IIEAOCTYIHBIX ceTsix Wi-fi:

1. He nmepenaBaii cBoro THuHyr0 HHPOpMALHIO uyepe3 odmenoctynasie Wi-Fi cetu. Paboras B
HHUX, KCJIATCJIbHO HC BBOAUTD IMAPOJIX JOCTYIIA, JIOTHHBI U KAKHUC-TO HOMCPA,

2. Ucnionb3yit 1 OOHOBIISAH aHTUBUPYCHBIE TPOrPaMMBbI U OpaHamayep. Tem cambIM Th
o0e3omnacuiib cedst OT 3aKauKHl BUpPYyca Ha TBOE YCTPOICTBO;

3. Ilpu ucnonszoBanuu Wi-Fi otknroun ¢pynkuuro "O0muit goctym k daiinam u nmpuaTepam”.
Jannast QyHKIIMS 3aKphITa 10 YMOTYAHUIO, OTHAKO HEKOTOPHIC MOJIb30BaTENI aKTUBUPYIOT €€
JUTSL yI0OCTBA MCIIONIB30BaHUs B paboTe uin yueoe;

4. He ucnonw3yit nyommanbiii WI-FI i1 mepegaun TUYHBIX TaHHBIX, HAPUMED JIJIs1 BBIXO/IA B
COIMAIbHBIC CETH WJIM B AJICKTPOHHYIO TTOUTY;

5. Ucnonb3yit Tonbko 3amuiennoe coenqunenne yepe3 HTTPS, a e HTTP, T.e. npu nabope Be6-
anpeca BBoau umeHHoO "https://";

6. B MmoOunsHOM Tenedone otkmtoun pynkiuto "Iloakmouenue k Wi-Fi apromarnuecku". He
JIOITyCKall aBTOMaTHUYECKOTO MOJKITFOUEHHsI yeTporcTBa K ceTsiM Wi-Fi 0e3 TBoero cornacusi.

ConuaJbHBIE CeTH

ConuanbHble CETH aKTUBHO BXOJAT B HAIlly )KU3Hb, MHOTHUE JIIOAU pabOTAIOT U KUBYT TaM
HOCTOSIHHO, a B Facebook yxe 3apeructpupoBaH MIUJUIHAPA YETOBEK, YTO SBIACTCS OTHOM
CEeIbMOI BCeX KHUTENEH TuIaHeThl. MHOTHE MOJIb30BaTeNId HE TOHUMAIOT, YTO HH(OpMAIIHS,
pasMelIeHHas UMM B COLIMANIBHBIX CETSAX, MOXKET ObITh HaliIeHa U UCIO0JIb30BaHa KEM YIOJIHO, B
TOM 4HCIIe He 00513aTeNIbHO ¢ OJIarMMU HAMEPEHUSMHU.

OCHOBHBIE COBETHI IO 0€30MMaCHOCTH B COIIMaJIbHBIX CCTAX:

1. Orpanuys ciuCcoOK Apy3ed. Y Tebs B IpYy3bsSX HE TOJDKHO OBITh CITyYalHBIX U HE3HAKOMBIX
JIIOJIE;

2. 38.H.IHH.IB.I>1 CBOIO YaCTHYHO KHU3Hb. He YK83BIBaI71 napoJiu, Teﬂe(bOHLI, aapeca, 1ary TBOCro
POXKACHUA U APYT'YIO JINYHYIO I/IHq)OpMaLII/II-O. 3HOYMI>IH_IJ'ICHHI/IKI/I MOTYT UCIIOJIB30BaTh OAXKC
I/IHq)OpMaI_[I/IIO 0 TOM, KaK Tbl U TBOU POAUTEIIN INIAHUPYCETC MPOBCCTH KaHUKYIIBI,

3. 3amminai CBOO penmyTaIuio - Iep>Ku €€ B YUCTOTE U 3aJ1aBaii ce0e BOMPOC: XOTes ObI ThI,
YTOOBI APyrue NOIb30BaTENM BUIEIH, YTO Thl 3arpykaemib? [logymaii, mpexae ueM 4Tto-To
OITyOJIMKOBaTh, HAIIUCATh U 3arPy3UTh;

4. Ecu ToI TOBOPHUIIBL C JTKFOAbMH, KOTOPBIX HEC 3HACIIb, HC HCHOJII)3YI>'I CBOC pCAJIbHOC UMS U
APYT'yrO JINYHYIO I/IH(I)OpMaLII/II/IZ nMs, MECTO JKHUTCIbCTBA, MCCTO y‘-IC6LI " Ipoycee,

5. N36erait pazmenienus dpotorpaduii B UHTepHETE, /1€ T M300paXkeH Ha MECTHOCTH, TIO
KOTOPOI MOXKHO OIPENIeIUTh TBOE MECTOIOJIOKEHHE;

6. HpI/I perucTpanvu B COLIMAILHOM CEeTH HCO6XO,Z[I/IMO HCIIOJIB30BAaTh CJIOXHBIC ITAPOJIH,
COCTOAIINEC U3 6YKB n I_[I/I(bp " C KOJIMYCCTBOM 3HAKOB HC MCHEC 8;

7. 11t conManabHOM ceTH, MOYTHI M IPYTUX CaliTOB HEOOXOMMO HCIIONB30BaTh pa3Hble MapOIH.
Torna ecnu Te6st B3710MAIOT, TO 371I0YMBIIUIEHHUKH MOIY4aT JOCTYI TOJIBKO K OTHOMY MECTY, a He
BO BCE Cpasy.

JJIeKTPOHHBIE IeHbI' U



DNEeKTPOHHBIC IEHBIH - 3TO OYEHB YIOOHBIN CIIOCO0 TUTaTeX el, OAHAKO CYIIECTBYIOT
MOIICHHUKHU, KOTOPLIC XOTAT MOJYYUTb OTU ACHBI'U.

3JIGKTpOHHBI€ JACHBI'M TIOABUIINCH COBCEM HCAAaBHO M MMCHHO M3-3a4 5TOT'O BO MHOT'HUX
rocyaapCTBax A0 CUX IIOp HE MPOIIMCAaHO PO HUX B 3aKOHAX.

B Poccun ke oHU (DyHKIIMOHUPYIOT M O HUX YK€ MPOMHCAHO B 3aKOHE, T€ UX Pa3lIeisioT Ha
HECKOJIbKO BHJIOB - aHOHMMHBIE M HE aHOHUMHBIE. Pa3HuIla B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX pa3peuiaeTcsi MpoOBOAUTH omepanuu 06e3 uaeHTU(PUKAIIUH 10JIb30BATENS, a B
HEAaHOHMMHBIX WACHTU(UKALIMS TT0JIb30BATEIIS SABISETCS 00s13aTENBHOM.

Takoke ciemyer pa3ianyarb EeKTPOHHbBIE (pUaTHBIE IEHBIU (PaBHBI TOCYAAPCTBEHHBIM BAIIOTAM )
U JIEKTPOHHBIEC HeHaTHBIE IEHbIU (HE PAaBHBI FOCYIaPCTBEHHBIM BAJIIOTaM).

OCHOBHBIE COBETHI 10 O€30MaCHOM pa60Te C JJICKTPOHHBIMU JCHbI'aMU:

1. IlpuBsixu K cueTy MOOMIIbHBIN Tene(OH. DTO CaMblii yIOOHBIH U OBICTPBIN CIIOCO0
BOCCTAHOBHTB JOCTYH K cuety. [IpuBs3anHbIi Tene(OH MOMOXKET, €Clin 3a0yelb CBOM
TJIATEKHBIN NTAapOJIb WIIM 3alJICIIb HA CAUT C HE3HAKOMOT'O YCTPOUCTBA;

2. I/ICHOHLSYﬁ OAHOPA30BLIC ITAPOJIM. ITocne nepexoaa Ha YCUJIICHHYIO aBTOPpHU3allUtO Tebe YK€ HC
6yz[eT YIrpoXaThb OITAaCHOCTB KPAXKU UJIU IIEPEXBATA IJIATCIKHOTO IIAPOJI;

3. Bribepu cnoxHbIi nmapoins. [IpectynmaukaM Oyner He MPOCTO yraaarh CIOKHBIA Tapoilb.
Hanexxnble mapomu - 3To naposu, KOTOpble COAEpKaT He MEHee 8 3HAKOB U BKIJIIOYAIOT B ce0s
CTPOYHBIE U IPOIHCHBIE OYKBBI, IIU(PHI 1 HECKOJIBFKO CHMBOJIOB, TAKHE KaK 3HAK JOJUIapa,
¢byHTa, BOCKIMIIATEIbHBIN 3HaK U T.11. Harpumep, $tROng!;;

4. He BBOZM CBOM JTMYHBIC JAaHHBIC HA CaliTaX, KOTOPBHIM HE JIOBEPSCIIb.
DJICKTPOHHASA 110YTA

DNEeKTPOHHAs MOYTa - 3TO TEXHOJIOTHS U MPEIOCTABISIEMbIE €10 YCIYTH 110 IEPEChUIKE U
MOJIYYEHHIO AJIEKTPOHHBIX COOOIIEHUN, KOTOPBIE PACTIPECISIIOTCS B KOMITBIOTEPHOMN CETH.
OOBIYHO TEKTPOHHBIN MOYTOBBIN SITUK BBIIISIUT CICTYIOITUM 00pazoMm:
UMs_TIOJIB30BaTesI(@uMs_ToMeHa. Takke KpoMe mepeadyd mMpoCcTOro TEKCTa, UMEETCs
BO3MOXKHOCTH T€pe/iaBaTh (ailibl.

OcHOBHBIE COBETHI IO 6€30IacHOi paboTe C AMEKTPOHHON MOYTOM:

1. Hago BbIOparh NpaBMIIbHBIN MOYTOBBIN cepBHC. B HHTEpHETE €CTh OrPOMHBIN BHIOOD
OecIIaTHBIX MIOYTOBBIX CEPBUCOB, OTHAKO JIyYIlle TOBEPATh TEM, KOTO 3HACIIb U KTO NEPBBIN B
pEUTHHrE;

2. He yka3pIBail B IM4HOI 1ouTe JIMYHYIO HHPopMaruio. Hanpumep, siyurie BEIOpaTh
"My3bIKanbHbIA _(aHat@" nim "pok2013" Bmecto "temal3";

3. Mcnionb3yii IBYX3TAITHYO aBTOPHU3ALMI0. DTO KOIZIa MOMUMO MapoJisi HY’KHO BBOJUTH KO,
IpUChUTaeMbIi 0 SMS;

4. Bribepu CIOXKHBIN mapoib. J[J1s KakI0To MOYTOBOTO SIIIKUKA JJOTHKEH OBITh CBOW HACKHBIH,
YCTOWYUBBIN K B3JIOMY I1apOJIb;

5. Ecnu ecTh BO3MOXKHOCTB HAIMHCATh CAMOMY CBOW JIMYHBIA BOIIPOC, UCTIOIB3YH 3TY
BO3MO>KHOCTB;



6. Mcnonib3yil HECKOIBKO MOYTOBBIX SIITMKOB. [1epBblIii 1711 4aCTHOM MEPENUCKH C aJpecaTaMu,
KOTOPBIM ThI I0BEPSIEIL. JTO AIEKTPOHHBIN aJIpec HE HAJ0 UCIIOIb30BaTh IIPU PErUCTpaluy Ha
dbopymax u cairax;

7. He oTkpsbIBaii (ailsibl U Ipyrue BIOKEHUS B HCbMaX, Ja)Ke €CIIM OHM MPUIILTH OT TBOMX
npy3ei. Jlyuiie yrod4Hu y HUX, OTIPABIISUIN JIM OHU Tebe 3TH (hailbl;

8. [Tocne okoH4YaHMs pabOTHI HA TTOYTOBOM CEPBHUCE IMEepe] 3aKPhITHEM BKIIAJIKH C CAUTOM HE
3a0y1b HaKaTh Ha "BeridTu".

Knﬁepﬁymmﬂr NUJIX BUPTYAJIbHOC U31€BaATC/ILCTBO

KuGepOymauHr - npecienoBaHie COOOIMICHUSIMH, COAEPKAIIUMU OCKOPOICHUS, arpecCuio,
3allyruBaHue; XyIUTaHCTBO; COI[MAIbHOE OOMKOTUPOBAHUE C MIOMOLIBIO PA3IMYHBIX HHTEPHET-
CEPBHCOB.

OcHOBHBIE COBETHI IO OOPBOE ¢ KHOEPOYIITHHTOM:

1. He ©pocaiics B 60ii. Jlyumuii cioco6: mocoBETOBaThCS Kak ce0st BECTH U, €CIIU HET TOT0, K
KOMY MO>KHO OOPaTUThCS, TO BHAYaJIE YCIIOKOUThCA. Ecliy Thl HauHeIb OTBEYaTh
OCKOpOJICHHSIMU Ha OCKOPOJICHHSI, TO TOJIBKO €IIIe OOJIbIIE Pa30XoKellb KOH(IIUKT;

2. Yopasisii cBoei kubeppenyTanuei;

3. AHOHUMHOCTD B ceTH MHUMasi. CyIlleCTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He cTouT BecTu XynuraHckuii o0Opa3 BUpTyajabHOM *Ku3HU. IHTepHET QuKcupyeT Bce TBOU
JIEHCTBUS M COXpaHSET UX. YIAIUTh UX OyAeT KpailHe 3aTpyAHUTEIbHO;

5. Colunronaii CBOIO BUPTYaJIbHYIO Y€CTh CMOJIOAY;

6. Irnopupyit ennHUYHBINA Heratus. OHOpa30Bble OCKOPOUTENbHbIE COOOIIEHHUS JIyUllle
urHopupoBarb. OOBIYHO arpeccus NpeKkpamaeTcst Ha Ha4ajabHOU CTaIuM;

7. Ban arpeccopa. B nmporpamMmmax oOMeHa MTHOBEHHBIMU COOOIIEHUSIMH, B COITUATTBHBIX CETIX
€CTh BO3MOXHOCTb OJIOKHPOBKH OTIPABKH COOOILIEHHH € ONpeAeIEHHBIX aJIpeCOB;

8. Ecnu ThI cBUzeTeNnb KnOEpOyiiMHra. TBOM JeCcTBUSA: BEICTYIIUTH IPOTHUB MpeCiie1oBaTes,
II0Ka3aTh €EMY, YTO €T0 JEHCTBUS OLIEHUBAIOTCS HETAaTUBHO, MOAJEPKATh JKEPTBY, KOTOPOU HYKHA
MICUXOJIOTUYECKast TOMOIIb, COOOIIUTh B3POCIBIM O (paKTe arpeCCUBHOTO MOBEJCHUS B CETH.

MoOuabHblii TesiegoH

CoBpemeHHbIe cMapTHOHBI U IUTAHIIETHI COIEPKaT B ceOe BIIOJIHE B3POCIbIN PyHKIMOHAI, U
Tenepb OHU MOT'YT KOHKYPHPOBATh CO CTAllMOHAPHBIMH KOMITbioTepaMu. OJIHAaKO, CPEICTB
3alIUTHI J1 TOJOOHBIX YCTPOUCTB MOKa O4YeHb Masio. TecTUpOBaHUE U MOUCK YA3BUMOCTEN B
HUX IPOMCXOIUT HE TaK MHTEHCUBHO, Kak A 11K, To e camoe kacaeTcs 1 MOOMIIbHBIX
IIPUIIOKECHUM.

COBpeMeHHLIC MOOUJIbHBIE 6pay3ep1>1 YK€ NPAKTUYICCKU JOTHAJIN HACTOJBbHBIC aHAJIOTH, OJHAKO
pacmiupeHuc (I)YHKI_II/IOHaHa BIICUET 3a COOOI 6OJ'IBI_HYIO CJIO’)KHOCTb U MCHBIIYIO 3allIUIIICHHOCTD.

Jlanexo He Bce MPOM3BOAUTENN BBITYCKAIOT OOHOBIICHHUS, 3aKPHIBAIONINE KPUTHUICCKHE
YSI3BUMOCTH JJISI CBOUX YCTPOWCTB.

OCHOBHBIE COBETBI JJIsA 0e30IMacHOCTH MOOUIIBHOTO TCHC(bOHaI



Huuero He sBseTcs no-HacrosmeMy OecriaTHeIM. bynib ocTopoxkeH, Belb Koraa Tede
npesiaraioT OecIuIaTHbII KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO TUIATHBIEC YCIYTH;

Hymaii, mpexzie ueM oTnpaBuTb SMS, ¢oTo mim Buaeo. Tel TOUHO 3HACUIB, TA€ OHU OyIyT B
KOHEYHOM HUTOre?

Heo0xonumo 0OHOBIISTH OMEPAllMOHHYIO CUCTEMY TBOETO cMapT(doHa;
Vcrionb3yit aHTUBUPYCHBIE IPOTPAMMBI JUII MOOMIIBHBIX TEJIe(OHOB;

He 3arpy»kait npusaoxeHust OT HEU3BECTHOIO UCTOUHHUKA, BEIb OHU MOT'YT COAECPKAaTh
BPEIOHOCHOE MPOTrpaMMHOE 00ecIieueHUE;

[Tocne Toro Kak Thl BBIHACHIB C CaiiTa, T/1€ BBOAMII JIMYHYIO HH(POPMAIIHIO, 32l I B HACTPOUKH
Opaysepa u yganu cookies;

Ilepuonnyecku npoBepsid, KAKUE IUIATHBIE YCIYTM aKTUBUPOBAHbI HA TBOEM HOMEPE;

I[aBaﬁ CBOM HOMCD MOOMJILHOTO Teﬂe(bOHa TOJIBKO JIFOASAM, KOTOPBIX Thl 3HACIIb U KOMY
JOBCPACHIDb,

Bluetooth momkeH ObITH BRIKITIOUEH, KOTJIA THI UM HE MOJIb3yenibes. He 3a0bIBaii mHOTIA
MIPOBEPSATH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIAH-UIPBI - TO KPACOUHBIE, 3aXBATHIBAIOIINE PA3BICUEHUSI, 00BEINHSAIOIINE
COTHH ThICAY YEJIOBEK 110 BCeMy MUpy. MIrpoku ucciaenyroT JaHHbIM UM MUp, OOILAIOTCS APYT C
JPYTOM, BBIMOJIHSIOT 33/1aHUs, CPAXKAIOTCS C MOHCTPAMHU U IOJY4arOT OIBIT. 3a YIOBOJIbCTBHE
OHH TUIATAT: TOKYIAIOT AHUCK, OTJIAYMBAIOT ADOHEMEHT MJIH MTPHOOPETAIOT KAaKHUe-TO OIIIHH.

Bce 3Tu cpeacTBa uayT Ha Mojiep)KaHUe U Pa3BUTUE UIPBI, @ TAK)KE Ha caMy 0€30IacHOCTb:
COBEPILIEHCTBYIOTCS CUCTEMBI aBTOPU3ALIH, BHIITYCKAIOTCSI HOBBIE MaT4u (LM (POBbIE 3araaTku
JUIS IPOTPaMM), 3aKpbIBAIOTCS YA3BUMOCTH CEPBEPOB.

B HOI[O6HI>IX HUrpax CTOUT OIacaTrbCAa HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KPaKH TBOCTO
napoJisd, Ha KOTOPpOM OCHOBAaHAa CUCTEMAa aBTOpU3al[uU OOJIBLIIMHCTBA urp.

OCHOBHBIC COBETHI 110 0€30IIACHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecnu npyroit Urpok BezieT ceOsl MI0X0 WM Co3/1aeT Tebe HEMPHUATHOCTH, 3a0JI0KUpPYil ero B
CIIMCKE UTPOKOB;

2. Ioxamnyiics aAMUHHUCTPATOPaM UTPhI Ha TUI0XOE MOBEIEHUE 3TOT0 UTPOKA, JKEIaTeIbHO
MPWIOKUTH KaKHe-TO JOKa3aTelbCTBa B BUJIE CKPUHOB;

3. He yxassbiBaii tuunyto uHpopmanuio B mpodaiine urpsr,
4. YBaxkail Ipyrux y4aCTHUKOB 10 UTPE;

5. He ycranaBnuBail HeopuIMaibHbIE TATYU U MOJBI;

6. Mcnions3yii c10KHBIE U Pa3HBIE 1APOJIH;

7. Jaxxe BO BpeMsl UTPBI HE CTOUT OTKJIFOYaTh aHTUBUPYC. [10Kka ThI urpaemns, TBOM KOMITBIOTED
MOTYT 3apa3HTh.

DOUIIUHT WA Kpaika JUYHbIX JaHHbIX



OOBIYHOM Kpakel JCHET U JIOKYMEHTOB CETOHS YKe HUKOTO HE YIHUBHIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJOTUH 3JI0YMBIIUICHHUKH ITEPEMECTIIIUCH B UHTEPHET, U MPOJOIKAIOT
3aHUMATbhCA "IIFOOUMBIM" JIEJI0M.

Tak mosiBUIaCh HOBasl yrpo3a: MHTEPHET-MOIIEHHUYESCTBA WU (DUIIUHT, TJIaBHAS 1I€7Th KOTOPOTO
COCTOHT B TOJIyYCHUH KOH(DUICHIINATBHBIX JJaHHBIX MTOJIb30BATEIICH - JJOTMHOB | napoiieii. Ha
aHTIMiCKOM s3bIke phishing untaercs kak ¢pumuHr (ot fishing - peroHas o, password -
apoJib).

OCHOBHBIE COBETHI 110 OOPLOE ¢ PUITHHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciu ThI 1moio3peBaeliib, 4To TBOSI aHKEeTa Oblla B3JIOMaHa, TO
HE0OX0IMMO 3a0JIOKHPOBATh €€ M COOOIIUTH a]MHHUCTPATOPaM pecypca 00 3TOM KaK MOXKHO
CKopee;

2. I/ICHOHLSYﬁ Oe30macHbIE BC6'CaI>'ITI>I, B TOM 4YHCJIC, MHTCPHCT-MAra3nHOB U IIOUCKOBBLIX CUCTCM;

3. Mcnionb3yii CI0XKHBIC M pa3HbIE Mapoiu. TakuM o0pa3oM, ecii TeOs B3JIOMAIOT, TO
3JIOYMBIIJICHHUKH IOJYYaT JOCTYII TOJBKO K OTHOMY TBOCMY HpOCpI/IJIIO B C€THU, a HE KO BCEM,

4. Ecin Tebs B3J1O0MaJId, TO HeO6XO,Z[I/IMO MMPEAYNPEANTb BCEX CBOUX 3HAKOMBIX, KOTOPbBIC
,I[O6aBJ'IeHBI y TeOs B APY3biX, O TOM, YTO Te0s B3J10 MaJIH U, BOBMOXHO, OT TBOCT0O UMCHHU 6yz[eT
pacChlIaTbCA CllaM U CCBLIIKH Ha (1)I/IH_II/IHFOBBIC CaﬁTBI;

5. YcranoBu HanexHbiid napois (PIN) Ha MoOubHBIH TenedoH;
6. OTKIIIOYM COXpaHEeHue Maposst B Opaysepe;

7. He oTkpsIBail (ailsipl 1 Ipyrue BIOXKEHUS B MHUCbMaX, Aa)Ke €CIM OHM MPULUIM OT TBOMX
npys3eit. Jlyuiie yrodyHM y HUX, OTHPABIISUIM JIM OHU Tebe 3TH (haiibl.

HudpoBas penyranus

[udposas penyTanus - 3T0 HeraTWBHAs WU MO3UTHBHAs HHPOPMALUS B CETH O TeOe.
Komnpomerupyromas nadopmanus, pasMelieHHas B UHTEpPHETE, MOXKET Cepbe3HbIM 00pa3oM
OTpa3uThcs Ha TBOEH peanbHOU xu3HHU. "L{udpoBas penmyranus" - 3To TBOI UMUK, KOTOPBIH
dbopmupyercs u3 uHPopMaluu 0 Te0e B HHTEPHETE.

TBoe MecTO KUTENbCTBA, yueObl, TBOE (PUHAHCOBOE MOJIOKEHNE, 0COOEHHOCTH XapaKTepa 1
pacckasbl 0 OJM3KHX - BCE 3TO HAKAIJIMBACTCS B CETH.

MHorue noApoCTKH JETKOMBICIIEHHO OTHOCATCS K MYOJIMKallMK JIMYHON HH(OpMaLUU B
WHuTepHeTe, He MOHMMAsi BO3MOXKHBIX MTOCIIEACTBHUM. ThI 1aXke HE CMOKEIb JOTaAaThCs O TOM,
4To (poTorpadus, pasMerieHHas 5 1eT Ha3aj, cTana IPUYMHOM 0TKa3a MPUHATH Teds Ha padoTy.

KomMmeHnTapuu, pazmenienre TBoux ¢ororpaduii u qpyrue AecTBUS MOTYT HE HCUE3HYTh Jaxe
MOCJIE TOTO, KaK Thl UX yJaluIlb. Thl HE 3HACIIb, KTO COXPaHWJI 3Ty HH(OpMaILIKIo, Ionaia Jiu
OHA B [TOMCKOBbIE CUCTEMBI U COXPAHUJIACH JIU OHA, a [JIaBHOE: YTO MOIYyMaloT O Tebe
OKPYXAaIOIIKe IO, KOTOPbIe HAWIYT U YBUIAT 3T0. HaliTn nH(OpMaIuio MHOTO JIET CITYCTS
CMOXeET JII000H - KaK U3 JOOPHIX MOOYXASHHM, TaK U C HAMEPEHUEM NPUUUHUTD Bpea. ITO
MOJXKET OBITh KTO YTOJTHO.

OcCHOBHBIE COBETHI IO 3aIUTE IU(PPOBOI pemyTariu:

1. [Togymait, mpexie 4em yTo-To MyOIMKOBaTh U NepeaBarh y ce0si B 010re Wil B COLUATbHON
CeTH;



2. B HacTpoiikax mpo¢uisi yCTaHOBH OTpaHUYEHUS HAa POCMOTP TBOETO MPO(IIISI B €T0
COZEPKUMOTO, C/EIall ero ToJIbKO "nis apy3en";

3. He pa3smMenaii u He yka3biBaii HH()OPMAIHIO, KOTOPask MOXKET KOTO-THO0 OCKOPOJIATh WITH
0o0MXKarsb.

ABTOpCKOe paBo

CoBpeMeHHbIE IIKOIBHUKH - aKTUBHBIE TI0JIb30BaTeIH HU(PPOBOro mpoctpancTsa. OqHako
JIAJIEKO HE BCE 3HAIOT, YTO MOJIb30BaHHE MHOTHMHU BO3MOXKHOCTSAMH IIM(PPOBOTO MUpa TpedyeT
COOJTIO/IEHUS TIPaB HAa MHTEJUIEKTYaJIbHYIO COOCTBEHHOCTD.

TepmuH "HHTEIUIEKTYaIbHAs! COOCTBEHHOCTD'" OTHOCHUTCS K Pa3IMYHBIM TBOPEHUSM
YeJIOBEUECKOT0 yMa, HauKlHas ¢ HOBBIX M300peTeHui 1 3HaKOB, 0003HAYAIOUINX COOCTBEHHOCTD
Ha MPOJYKTHI U YCIYTH, U 3aKaHYUBasi KHUTaMH, (poTorpadusaMu, KUHOPHUIbMaMU U
MY3BIKaJIbHBIMH ITPOU3BEICHUSIMHU.

ABTOpCKHE ITpaBa - 3TO MpaBa Ha UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEACHUS HAYKH,
JUTEPaTypbl U UCKYCCTBA. ABTOPCKHE IpaBa BHICTYIAIOT B KAYECTBE rapaHTUU TOTO, UTO
MHTEJUICKTYaIbHBII/ TBOPUYECKHIA TPYA aBTOpa He Oy[eT HalpacHbBIM, JacT €My CIIPaBeINBbIC
BO3MOYKHOCTH 3apadoTaTh Ha pe3ylibTaTax CBOETO TPY/a, MOIYYUTh U3BECTHOCTh U IIPU3HAHUE.
Huxkro 6e3 pa3pemieHus aBTopa He MOXKET BOCIIPOU3BOIUTH €T0O MPOU3BEICHHE, PACTIPOCTPAHSTD,
myOJIMYHO IEMOHCTPUPOBATH, IPOAABATH, UMIIOPTUPOBATH, ITyCKaTh B MPOKAT, IyOINIHO
UCIIOJIHATB, T0Ka3bIBaTh/UCIIOIHAT B d3(Hpe UK pa3mears B lHTepHeTe.

Hcnonp3oBanue "HI/IpaTCKOFO" IporpaMmMHOro obecreueHuss MOKET IMPpUBCCTU K MHOI'UM
pUCKaM: OT IMOTCPHU JAHHBIX K TBOUM AKKAYHTaM IO 6J'IOKI/IpOBKI/I TBOCT'O YCTpOﬁCTBa, rac
YCTaHOBJICHA HEJICTaJIbHAA IIporpamMma. He cTout Takxke 386]':>IBaTL, 4TO CYHICCTBYIOT JICTAJIbHBIC
1 OecIIaTHEBIE ImporpaMmabl, KOTOPBIC MOXKXHO HAlTH B CETH.

O nopraJie

CereBu4OK.p( - TBOI ITIaBHBII COBETUHMK B CETH. 3/1€Ch Thl MOXKEIIb Y3HATh O O€30MaCHOCTH B
CETH MOHATHBIM M JIOCTYIHBIM S3BIKOM, a TIPYU BO3HUKHOBEHUU KPUTUYECKOM CUTyallun
00paTUTbCA 32 COBETOM. A TaKk)kKe MPUHATH yU4acTHe B KOHKypcax U CTaTh CaMbIM IIU(PPOBBIM
rpaXAaHUHOM!



